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IoT security requires an end-to-end
approach
Nicolas Demoulin, Microchip Technology
A law passed at the end of September 2018 by the Californian senate that
represents one of the attempts by governments around the world to deal with
the problem of security in connected devices is an indication of the way in
which society is slowly coming to terms with the reality of widespread hacking
and cybercrime. But enforced steps like these will not combat the core problem.
Hacks are becoming more sophisticated and often designed to exploit multiple devices at once so they can be used as access points in distributed denial
of service (DDoS) attacks or recruited into large-scale botnets to carry out
other cybercrime operations. The ability of hackers to automate attacks to
penetrate multiple copies of the same device is frequently the result of a poor
security architecture and weak protection of security credentials.
Very often, the reason why hackers find systems to be so vulnerable is
because the product designers favoured ease of installation rather than trying
to achieve acceptable security. Weak passwords - sometimes as simple as
four zeroes in a row are an easy short-cut - make it easy for users to perform
initial setup.
Even complex passwords, if shared across devices, threaten the entire
population of installed devices. Once hackers are able to decipher the password by analysing a single unit, perhaps using sophisticated side-channel
attacks, they can apply that same password to any target units.
In end-user devices such as home gateways one solution adopted by
manufacturers, and which would be acceptable under law enshrined in the
California "Information Privacy: Connected Devices" act, is to program a
unique password into the device and place a sticker on the unit to inform the
customer or installer. However, this is not a solution that scales well in the
age of the internet of things (IoT). Many applications call for automated commissioning and provisioning. Even if an installation engineer is available,
there are design issues with password-based protection. Not only does the
lack of a user interface suitable for entering passwords make this traditional
approach to securing an IoT device impractical, attaching a visible password to any device risks exposing it to any unauthorised person who has
access to the unit. Although individual passwords can limit the extent of a
single attack, there remains a high risk to the network of devices being accessed and reprogrammed maliciously and which may then exploit other
weaknesses. What is required is an automated way of deploying secure
credentials to the simplest of devices.
As an IoT device needs to connect to a server to perform its full set of
functions, a simple mechanism is for a device to connect to a network using a
standard set of credentials and a unique digital-identity code that is used to
identify each individual unit. Once it recognises the devices digital-identity
code, the server can set up an encrypted channel and relay the information
needed for the device to log in to a secure server and report its data.
There is a critical flaw in the design of this simple mechanism. All that an
attacker needs to do is use trial and error to find unused but valid digitalidentity codes or use obvious patterns in the way that the codes seem to be
generated and then spoof them using their own tools. They can, alternatively,
obtain a list of valid digital-identity codes through social-engineering techniques
or interception at the factory where the devices are programmed and use
those to gain access to the network. With access to wireless gateways, hackers can also intercept communications using man-in-the-middle attacks. With
their own malicious devices in place following commissioning, attackers can
attempt to hack into other parts of the network or disrupt the core service itself.
What is required is a means of identifying devices reliably using credentials that cannot be obtained by other means. This can only be achieved by

Figure 1: ECCx08 in usage

using appropriate security practices and by taking the entire supply chain
into account.
The first problem is to identify an IoT device is legitimate. This is an attribute that can be achieved using keys, either we refer to public key infrastructure (PKI) technology and digital certificates that contain the public key or simple public/private key pair without certificate involvement. Under a PKI, each
device has a unique private key that is related mathematically to a known
good digital certificate that is kept secure by the manufacturer. This private key
is used to sign a challenge to identify the device uniquely to any server that
has access to the corresponding public key. The public key is a publicly visible
set of information and so does not present a risk if that key is distributed to
unauthorised users.
Digital certificates can be managed using standard protocols such as X.509.
Under this standard, all digital certificates refer back to a core OEM certificate
through a hierarchy of child certificates. Through the name of the issuer on
each child certificate, a client can obtain the public key of the certificate further
up the hierarchy to verify that the signature of the dependant certificate is
legitimate.
A three-tier hierarchy of digital certificates is a suitable choice for many IoT
applications. In this, the OEM certificate is held by the end product manufacturer. Each individual customer would then use ansigner-level certificate derived from that OEM certificate to generate device-level certificates. Once each
device has its own certificate, the information it contains can be checked to
ensure that it is a true derivative of the original OEM certificate.
X.509 provides a mechanism to make it possible to identify devices as
being legitimate. And it does not suffer from plaintext systems such as serial
numbers. But it is insufficient on its own to guarantee that intermediate- or
device-level certificates and associated private key cannot be compromised at
some point in the supply chain. In many supply-chain scenarios, the certificate
data needs to be programmed into each device during or after board-level
assembly. A manufacturer might use a serial flash programmer to load the
certificates and associated private keys into non-volatile memory on each unit
on the manufacturing line. A customer could use an externally accessible serisouth-east european
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Figure 2: Secure flow with Microchip

al port to load blank devices with the appropriate
keys and certificates when they take delivery. But
with these approaches there are major risks that
private keys can be accessed using networkbased hacks or social engineering.
A further issue is that of post-sales interception. A hacker with physical or network access
may be able to extract private keys later on or corrupt the device if the non-volatile memory is not
protected. A key requirement for ensuring these
errors are mitigated is to have a hardware-enforced root of trust. The root of trust ensures there
is no known mechanism by which the private keys
or other critical credentials can be leaked by the
embedded system. This involves both tamper
proofing, side channel attack protections and support for firmware validation.
Secure boot ensures the IoT device can only
run authorised code. Any attempt to run code
loaded by a hacker that may act maliciously is
blocked at the hardware level. In operation, the
device can only boot from code blocks that are
hashed and signed with a private key owned by
the OEM. If the device encounters a block of code
that is incorrectly signed, it stops loading the compromised software and attempts to revert to a factory-programmed state or, if unable, deactivate.
Firmware validation is also fundamental to
making it possible to provide firmware over-the-air
(FOTA) updates to IoT devices without risking
them being compromised. Digitally signed updates can be checked in a similar manner to boot
code for authenticity before the update is applied.
Once in place the code stored inside will have to
pass similar secure-boot tests as the firmware it
replaces.
One approach to enforcing secure boot and
key storage is to incorporate all of the required
blocks into a microcontroller. However, such secure microcontrollers are not available in the many
variants that embedded designers can come to
expect, which can increase the system cost. A
scalable alternative is to employ a dedicated secure element such as the ATECC608a. This device provides a combination of key storage and
cryptographic acceleration functions that can complement any kind of microcontroller and processors. When the microcontroller needs to load code
4
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from bootROM, the microcontroller requests verification from the truly immutable public key held
by the ATECC608a.
In a complementary way, communications
with a remote server can be initiated using PKI
protocols that derive ephemeral keys necessary
for TLS sessions from the stored private key. The
private key itself never leaves the ATECC608a
as it is generated inside the device, by the device, inside Microchip secure factories equipped
with hardware secure modules (HSM). Furthermore, the secure element uses a variety of
mechanisms to secure the keys from extraction
even in the event of physical attacks such as decapping. For example, an active metal shield
over the die will deactivate functions of the chip if
an attacker interferes with the shield in an attempt to probe the device physically. Countermeasures against known side attack channels
such as glitching attacks and differential power
analysis prevent the key data from being obtained using some of the penetration testing tools
easily accessible on the market.

Figure 3: Firmware validation setup

In contrast to many manufacturing processes,
the design and manufacture of the ATECC608a
takes account of the supply-chain challenge that
faces IoT developers as well as the logistic complexity of distributing keys. Rather than supplied
blank for later programming, the secure element
is shipped from Microchips secure facilities to the
customer or contract manufacturer with keys and
necessary certificates already in place. This ensures the keys are never revealed nor exposed to

third parties, minimising significantly the risk of disclosure.
The final link in the supply chain is during installation and provisioning. The device needs to
be sure it is connecting to a legitimate service in
the cloud when it starts up and is not being
spoofed by a man-in-the-middle attack that might
be used to reveal secrets collected by the device
itself. The device can ensure it is talking to an authorised server using PKI interactions.
To provide the server with a certificate or public key, Microchip sends the customer matching
signer certificates or public keys: generating them
using the HSM setup before shipment. The customer can choose to use these certificates andpublic keys directly on their on-premise server or
leverage them to a third party cloud-services provider such as Amazon Web Services (AWS) and
Google Cloud Platform to handle the chain of trust
that guarantee each valid device is talking to an
authorised server directly. Once the necessary
connections are set up, the IoT device becomes a
full member of the network with a unique, trusted,
protected and managed identity, passing data using securely through encrypted protocols such as
TLS.
Although digital certificates and PKI provide access to a wide range of web services, the overhead on the simplest sensors nodes can be considerable. Cloud providers have developed mechanisms that take advantage of the PKI infrastructure without demanding the use of full X.509 certificates on each end devices. Google Cloud, for example, working in partnership with Microchip can
deliver the benefits of secure provisioning and operation to even the simplest of IoT devices. Google Cloud IoT core authorisation does not require
the creation of full digital certificates. Instead, it
makes use of simpler JSON web tokens (JWT)
that are generated based on the private key held
inside the ATECC608a.
When a device first connects to the network, it
accesses the Google Cloud at mqtt.google.com.
Conventionally, this is a password-based login.
However, Google Cloud also accepts a JSON web
token (JWT) in place of the password and uses this
data to both authorise a new device and associate
it with its digital twin in the cloud. The simple protocol allows implementation on simple 8bit microcontrollers without compromising security in any way.
The close partnership between Microchip and Google ensures end-to-end secure handling of device
credentials.
Through services such as the Google Cloud
Platform, users of the ATECC608a gain access to
cloud services securely from practically anywhere
in the world and without the burden of owning private servers in a secure way. The end-to-end supply-chain model offered by Microchip to work with
cloud services such as Google and AWS means
that IoT developers also do not have to implement
their own provisioning technologies either - and
risk making mistakes that give hackers access to
their core data. The result is a holistic approach to
connected-device security that is ready for the
present and future IoT.
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Pharmaceuticals manufacturing
in Greece
According to data, published by the Greek
government, through the years the countrys
pharmaceutical industry has remained a relatively strong sector, annually contributing about EUR
2,8 billion to GDP. It is considered to be one of
the few industries in Greece that has weathered
the 2009 crisis relatively well in terms of expanding workforces and companies.
During the COVID-19 pandemic the Greek
pharmaceutical industry proved that it has a
strong manufacturing base, which helped guarantee abundant supply of many essential pharmaceuticals. Industry representatives claim that
while many countries were forced to suspend
exports of medicines and medical supplies by
shutting their borders altogether in order to meet
their domestic needs, Greece did not experience
severe shortages of medicines and raw materials. A recent study shows that more than 3 million patients and insured people in Greece had
unhindered access to locally produced drugs.
The pandemic has shown that services  despite their undeniable value  are first to be affected during a crisis. Strong foundations in any
country are built based on industry and manufacturing. Turning to them is imperative. Specifically for Greece, which is exiting a long period of
deindustrialization, growth is an intertwined factor for the reconstruction of the manufacturing
industry. It is necessary to reduce our dependence on imports and  where possible  make
better use of what we produce locally. It is imperative to strengthen key sectors that create new,
permanent and well-paid jobs and which safeguard against the phenomena of brain drain, the
Panhellenic Union of Pharmaceutical Industries
(PEF) states.
PEF data also shows that Greek medical
products (packaged medicaments) as an export
sector come second only to refined petroleum
products. According to company reports the
country exports its pharmaceutical products to
over 100 countries, including the Middle East,
with the sector employing approximately 11 000
highly specialised workers in addition to a total
workforce of 50 000. Exports account for some
20% of the industrys turnover.
A report by the Hellenic Association of Pharmaceutical Industry says that the sectors growth
strategy is based on four basic pillars: exports, in
the sense of the enhancement of the countrys
presence in the international markets and the
6
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maximisation of the manufacturing capacity; investment in R&D in collaboration with research
institutions both in Greece and abroad; specialised production of active pharmaceutical ingredients, reformulation and innovations for existing
molecules; and development of novel production
methods. Partnerships with originator companies
either via transfer of knowledge or licensing, contract manufacturing, promotion or distribution,
are also considered important strategic goals.
Experts believe that the internal Greek market is
yet to harness the potential of branded generics.
As for the challenges faced by the pharmaceutical industry, the countrys economy remains
a significant problem both to the sector and the
healthcare system in general. According to the
Hellenic Association of Pharmaceutical Industry,
as the market is reshaped, the industry faces increased competition and consequently a margin
squeeze.
A research by IHS Markit states that in 2015
Greeces pharmaceutical exports were the 19th
largest of European countries and 31st largest in
the world. It highlights that several legal amendments have put significant pressure on the prices of generics and off-patent medicines in general. There is, in general, growing competition in
the generic pharmaceuticals sector from cheaper production countries, for instance India, this
makes it more difficult for Greek companies both
at home and in other countries, although they
have the quality seal associated with the EU and

its strict regulation on manufacturing, states IHS
Markits study.

Supply chain
Pharmaceuticals manufacturing and distribution is one of the most dynamic sectors of
the Greek industry. The supply chain for medicinal products consists of pharmaceutical companies (manufacturers as well as importers),
wholesalers (both storage and distribution) and
pharmacies. Generally, pharmaceutical products, except drugs for hospital use, which are
supplied only through direct sales to hospitals,
follow the chain pharmaceutical companywholesalers-pharmacy.
According to the 2018 report The Pharmaceutical Market in Greece  Facts and Figures,
jointly developed by the Foundation for Economic & Industrial Research and the Hellenic Association of Pharmaceutical Industry, with a pharmacy density of 97 pharmacies per 100 000 inhabitants, Greece comes first among the EU-28 average of 31 pharmacies per 100 000 inhabitants.
The report states that in 2017 a total of 10 420
pharmacies operated in Greece, out of which
3739 (36%) were located in the region of Attica.
The number of wholesalers in 2017 amounted to
128 compared to 120 in 2016.

Market conditions
Eurostat data shows that in terms of value
(ex-factory prices) pharmaceutical production in

Greece was estimated at EUR 954 million in
2017, registering a growth of approximately 6,6%
in comparison to 2016. A significant increase of
the industrial index of domestic pharmaceutical
production was recorded in 2017 and 2018. The
turnover of pharmaceutical manufacturing also
rose in 2018. The gross value added (GVA) of
domestic pharmaceutical production in 2017 is
estimated at EUR 668 million, an increase of
9,7% compared to 2016, and accounted for a
share of 3,0% in the overall manufacturing sector.
In 2017 sales of medicinal products to pharmacies and wholesalers (in values) amounted to
EUR 4,0 billion, showing a decrease of 1,8%
compared to 2016. On the contrary, sales to hospitals and National Organisation for Healthcare
Provision (EOPYY) pharmacies amounted to
EUR 1,8 billion in 2017, recording an increase of
1,9% compared to the previous year. Approximately 68,8% of the total sold production was
supplied to wholesalers and private pharmacies,
while the remaining 31,2% went to hospitals and
EOPYY pharmacies.
Data published by the Hellenic Association of
Pharmaceutical Industry shows that in 2018 imports and exports of medicinal products amounted to EUR 2,8 billion and EUR 1,4 billion, respectively. The export of pharmaceuticals accounted for 4,3% of the total Greek export in
2018, compared to 4,0% in 2017. Correspondingly, imports accounted for 5,0% of the total imports of the country, with downward trend over
the last three years.
The Greek pharmaceutical industry imports
from 61 countries and exports to 141 countries.
The most important trading partners in terms of
imports are Germany (27%), France (10,7%) and
Switzerland (10%), while on the side of exports
are again Germany (18,8%), United Kingdom
(14,8%) and Cyprus (7,9%).

In the following section of the article we
are publishing a short presentation of some
of the major Greek companies, active in this
sector.

Adelco
Adelcos activities include licensing, manufacturing, marketing and distribution of pharmaceuticals (branded generic and unique
combinations) and cosmetics. The company
occupies a modern production unit of 10
000 m2, with 95 skilled employees. Adelco has
a well-organized group of representatives
throughout Greece and internationally, including a representative office in Jordan covering
the MENA region and an office in Melbourne,
covering the Oceania region. The companys
portfolio features solid, semi-solid and liquid
forms (tablets, capsules, syrups, cream, sterile injections), as well as an extensive range
of hair and body care products.

Arriani Pharmaceuticals
Arriani Pharmaceuticals was established in
1997 and is active in 4 different fields of the market: orphan, oncology and hospital pharmaceutical products; prescription medicinal products for
private practice; non-prescription medicines and
self-medication; dental products. The company
has successfully expanded its activity in the international market through long-lasting collaborations. Currently, Arrianis priorities include investing in manufacturing, promoting and establishing new innovative products, created thanks
to the companys research & development team
of Greek and foreign scientists.

DEMO
DEMO develops, manufactures and sells
pharmaceutical products. The companys production site, situated in Krioneri, Attica, features
state-of-the-art facilities taking up 45 000 m2
and a hi-tech quality control laboratory. DEMOs
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SEE NEWS
Rompetrol Rafinare boosts up
efficiency by optimization of
delayed coking plant

Photo: Rompetrol

Rompetrol Rafinare has announced the completion of its delayed coking plant optimization. The
USD 1,4-million investment significantly improves
efficiency of operations by increasing the degree
of crude oil processing.
The project involves installation of a new light
gas oil recovery system at the fractionation column
within the delayed coking plant. The implementation of the new technology will optimize the thermal profile on the column, which will enhance recovery of light gas oil at the same quality by reducing the amount of heavy gas oil.
Rompetrol Rafinare management expressed
their satisfaction with the successful project as it
will help fulfil their objectives to increase efficiency, reduce costs, optimize operational flows, but
also modernize and align with the state-of-the-art
crude oil processing solutions. The initiative meant
to bring more efficiency is part of the company’s
large projects to reduce the impact on the environment and transfer business to digitalization.

North Macedonia to comply with
EU energy acquis thorough
ESCO projects

product range consists of many injectable generic pharmaceutical formulations from several
therapeutic categories including: injectable
products of all forms such us liquid injectables
in glass ampoules, vials and bottles, sterile
powders and freeze-dried formulations, lyophilised products, emulsions, penems, penicillins,
cephalosporins. The companys sales network
spreads over to Europe, Asia, Africa, the Middle East, South America and Oceania, exporting 82% of its annual production. DEMO is
among the official suppliers of the United Nations, UNICEF, World Health Organization,
MSF and the International Red Cross. The
Greek company has 1850 representatives in 85
countries worldwide and staff of 870 employees.

Elpen

Thanks to a new Energy Efficiency Law that the
country passed at the end of February, Energy Savings Performance Contracts (ESCO) will be implemented in North Macedonia for the first time. The
undertakings are facilitated by EBRD through Regional Energy Efficiency Programme (REEP), funded by the EU and supported by the Energy Community. The first two municipalities to benefit from
the programme will be Makedonska Kamenica and
Chesinovo Obleshevo.
ESCOs use specific model contracts that enable the implementation of energy efficiency
projects for street lighting, industry and energy supply (heat and electricity). The solution alleviates the
financial commitment of the beneficiary as they recover investments from savings in energy costs
without having to pay upfront. Makedonski Telekom will pay for the total investment needed for
replacing old lighting with high quality LEDs, while
the municipalities will repay the whole investment
exclusively through energy savings guaranteed by
the ESCO.
8
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Elpen, which has an annual turnover of EUR
150 million, employs more than 850 and ranks
6th among over 400 companies in the Greek
market. Having been exporting its products since
1990, the company has international presence
in more than 60 countries worldwide and a subsidiary in Berlin. Elpen specializes in manufacturing of branded generics and originator products, respiratory, oncology drugs and antimicrobials. Elpens R&D department occupies facilities with a total area of 1000 m2 and its activities
are focused on cardiology, endocrinology, cancer, respiratory diseases, etc. The companys
plant is equipped with full manufacturing lines for
oral solids, oral liquids, dry powder inhalation, injectable, lyophilised products, as well as a dedicated facility for the production of oral solid penicillin.

Faran
Faran offers therapeutic solutions for a wide
range of diseases in the area of oncology, haematology, nephrology, orthopaedics, rheumatology, endocrinology, international medicine
and gynaecology. The company was founded

in 1950 and reported a turnover of EUR 37,2
million for 2019. Among Farans partners there
are major international companies such as
Novartis, Sandoz, IBSA, etc. Additionally, the
company develops new therapeutic approaches to diseases with unmet medical needs in collaboration with international research institutes.
Its headquarters with 78 employees are located in Kifissia.

Galenica
Galenica was founded in 1974 by pharmacists Denis Varelas and Basile Tamvacas. The
pharmaceutical company very soon became one
of the most dynamic ones in the sector with impressive rates of growth and development. Galenica states that it is strongly focused on acquiring know-how and marketing ethical products
through partnerships with well established foreign research-based enterprises. The company
maintains partnerships with several universities
and research organizations both in Greece and
abroad, and takes part in the implementation of
numerous clinical studies.
Currently, one of Galenicas priorities is to expand to other European markets, mainly in the
Balkan region. Over the last few years, Galenica
has developed a steady business activity in Romania, transferring its know-how to the local market. Recently, major investments in the field of
biotechnology have been made.

Genesis Pharma
The company started its activity in pharmaceutical biotechnology in 1997 and its goal was
to combine the rapid progress in science with a
successful and innovative business venture, thus
paving the way for the creation of a new market.
Genesis Pharmas product range comprises
mainly innovative pharmaceutical products in the
therapeutic areas of oncology, haematology,
central nervous system, gastroenterology and
nephrology. Among its partners there are two of
the biggest in terms of market capitalization com-

panies  Biogen and Celgene.
In 1999, the company expanded through the
creation of Genesis Pharma (Cyprus) Ltd. and
later on entered Southeast European markets,
such as Bulgaria, Romania and Croatia. Genesis Pharma (Cyprus) Ltd., an affiliate company,
is now responsible for all international markets
and is currently operating through its subsidiaries in Bulgaria, Romania and Croatia with the latter entity acting as a hub-office covering the Adriatic region and Malta.

Innovis Pharma
Innovis Pharma is a Greek pharmaceutical
company delivering high-quality, patient-centric
healthcare solutions. It manufactures a large
portfolio of prescription medicines across a broad
range of therapeutic areas such as hypertension,
dyslipidemia, heart failure, etc., that improve
health and wellbeing, prevent illness and have
the potential to save lives. The companys range
also includes more than 15 prescription products
for conditions such as depression, emotional and
behavioural disorders, anxiety disorders, psychosis, Alzheimers, Parkinsons disease, epilepsy.
Innovis Pharma offers gastro/ob-gyn/urology solutions, pharmaceutical products in the fields of
oncology, hematology and nephrology. The company is also known for manufacturing cosmetics
and specialised probiotic supplements.

Lavipharm
Lavipharm is an integrated group of companies specialised in the research, development,
production, import, marketing and sales, distribution, wholesaling and retailing of pharmaceutical, dermocosmetic and healthcare products in
Greece with strong international presence. The
company, founded in 1911, supplies the countrys healthcare professionals with effective and
safe pharmaceutical solutions.
In the mid-eighties Lavipharm established its

first research & development department, focused on pharmaceutical technology and new
forms of drug delivery systems in particular. In
the 90s the company extended its research activities beyond Greece and set up a pilot production site in New Jersey. In the year 2000 Lavipharm inaugurated a new research facility near
Princeton University, thus gaining direct access
to the most distinguished scientists and the largest pharmaceutical companies in the world. Currently the companys R&D is focused on pioneer
technologies of particle design, drug and cosmetic delivery systems, as well as on the development of natural products.

Vianex
Vianex is among the leading pharmaceutical
companies in Greece. Established in 1971, it operates 4 privately owned manufacturing plants.
The companys range incorporates prescription
and non-prescription drugs, nutritional supplements, products for infant nutrition, diagnostics

and cosmetics. Vianex manufactures, imports,
packages, markets and distributes a large number of well-known pharmaceuticals. It maintains
strong strategic partnerships and alliances with
several major pharmaceutical enterprises across
the globe, exporting registered products to 35
countries in Europe, the Middle East, Africa and
Asia.

Vioser
Founded in 1980 by a team of young scientists and successful businessmen, Vioser manufactures medicinal products (terminally sterilized
infusion and injection solutions, irrigation and
urologic solutions) and medical devices (infusion
and transfusion sets). The companys factory,
which is located in Trikala and includes a production zone, management, purchasing and service departments, as well as warehouses for active substances, packaging materials and finished products, is situated on a total area of
36 000 m2 with buildings covering 14 500 m2.
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PAID ARTICLE

Endrich’s technical articles go online
Zoltan Kiss
Export manager at
Endrich Bauelemente Vertriebs GmbH
Endrich is a leading electronic component distributor and design-in house with a long
history of over 40 years, based in Nagold, Germany. We are listed among Europes top
ten distributors in this field, and our presence in the EEU countries is also growing in
importance. We act as the local technical department of our suppliers, do component
distribution, being able to offer technical solutions to our clients as well as tailor-made
logistics services.
Being active in the Bulgarian market for over 15 years, we have a long term relationship with a number of local companies, and we expect to exceed the turnover of 1.5
MEurs in 2020 with conventional component distribution, but we are also engaged in
design-in activities.

Can you describe the technical support you are able to offer?
All our sales people are educated electrical engineers. We continuously offer trainings
to them as well as we put emphasis to educate our customers. We often organize technical days, and have issued a series of technical books in English, a collection of my
technical articles addressing the electronic design engineers to help them find the right
solutions for their everyday challenges. We also have a number of readers in Bulgaria,
and hope to have more of them, as we distribute this book free of charge in print and as
on-line media. We offer to our customers technical materials, discussions, solutions,
usually free product samples, and later professional logistics support and reliable longterm partnership. The series won the Grand Prix Special Prize of HungExpo, the biggest
industrial expo in Budapest. Because of my technical publications, I have been invited
several times to universities as a guest lecturer, especially since being listed among
successful people by UK-based BritishPedia Encyclopedia.

3: Fibocom MA510 NB-IoT LTE-M and 2G LPWA modem

How does this help to a component distributor?
Providing suggestions for component selection, comparing different available solu-

tions for ones existing technical problem to solve are always considered advantageous
for a component provider. Manufacturers usually offer this help for their product with a
field application engineering network, however they are unable to act as an all-rounder,
whereas a distributor always has a wider view. If the distributor is able to give such kind
of support by sales assets, this makes the service unique. My book opens doors for
research and development departments, to students, to conferences and to technical
days, helps to make relationships with technical people stronger. At the end of the day
this leads to extra turnover by offering the possibility to have more frequent technical
visits and presence in front of customer.

Is there an online version available?
Today  especially the young generation  choses online media instead of reading
printed technical articles. We have noticed this change already long ago and made the
book series available as portable documents on the Internet. However, search engine
optimization was a step we had to take recently in order to also attract those potential
readers who are not aware of Endrichs services. We rewrote the whole series of 6
books last year and opened a dedicated site http://electronics-articles.com for the contents in "Google friendly" format. The results came fast, in the last month we reached
over 2.5 thousand readers, and also unexpectedly earned the majority of our visitors
from the US. As a matter of fact, the rest of the readers come from the countries where
Endrich is most active in sales, at the moment the readers group from Bulgaria is already in the top 10.
I would ask the readers to inquire more information from our office, we may also offer
local trainings and live demonstrations on site about the possibilities of the represented
suppliers and their technology.

ZoltӚn Kiss
Sales manager - Eastern Europe
e-mail: z.kiss@endrich.com
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Endrich IoT Infrastructure - Endrich cloud
database service and related hardware
development
A major challenge we face today is digitalization of industrial processes, extending machinery with low power,
feature rich microcontroller- based electronics to collect
sensor readings and forward data with LPWA communication channels to a Cloud Database in order to build up
the "BIG DATA" - the knowledge base of the future.
A mass of sensor readings needs to be organized into central databases for future processing so as to meet the expectations of Industry 4.0. The Internet of Things, or IoT provides the
ecosystem to deal with this challenge. We review these potentials based on the IoT infrastructure system developed mainly
for demonstration purpose by Endrich GmbH, a leading electronic spare part distributor in Europe, by showing an example
how to work with a modem using Narrow-Band IoT technology
and introducing the cloud based database service which was
created by the company engineers to help IoT developers at
the customers.
Endrich GmbH has developed an on line sensor net work infrastructure for the Embedded World 2020 exhibition, where every
The IoT board acts as a development evaluation board for the
IoT technology. Can be used as MCU evaluation, GSM modem
evaluation. For this purpose, external connectors are available
for the MCU and the Modem UART inter faces

Data Visualization

Data visualization is possible on any connected device,
mobile phone, panel PC or industrial TF T monitor. The
only requirement is a web browser, since the Endrich
Cloud Database contains a WEB server providing visual
display service. This inter face can be customized in a
cer tain level for customers own sensor applications.

component of this hardware have been supplied by the manufacturers represented by the company. The beginning of the processing chain - like in a real-world application - consists of sensors
detecting and measuring different physical quantities, which are
processed all the way to cloud database storage and visual data
representation at the end. There is a sophisticated gateway inbetween, which collects the sensor readings, preprocesses these
data and sends it through a communication channel to a cloud
based database service, where it can be displayed after processing, or used for any purpose appropriate for a given task.

Sensor and Gateway
The industrial expectations towards the complete infrastructure are high and diverse
 Minimalization of device, installation and maintenance cost
 Many years of battery lifetime
 Selection of suitable components for a complete solution.
The Endrich IoT concept is to implement this structure
and provide our partners with hardware and software solutions on several levels.

The First Step:
Endrich has started to develop - as the first step - a microcontroller driven sensor board equipped with narrow band GSM
communication module. This Sensor & Communication Board
as a hardware, together with the cloud based background net
work infrastructure (Endrich Cloud Database Service Software)
of fer a fully working concept of a general IoT solution, and it has
been exhibited on national and international expos and conferences earlier in this year.
Data provided by the Everlight ambient light sensor (ALS),
the Tateyama and Semitec temperature sensors (NTC), the
magnetic sensor from TDK-Micronas (Hall) and Sensolute miniature vibration sensor get collected by the newly developed
GD32V103 RISC-V microcontroller from Gigadevice, and sent
through the communication channel to the server. The telecommunication connection is implemented by a Fibocom MA510
module, which supports both NB-IoT and GPRS net works, and

Endrich Cloud Database Service

posts data using UDP protocol for storing in the Endrich Cloud
Database Server - created for our partners. The panel size is for
demonstration, a real application would be much smaller in size.

The Second Step:
Endrich has also prepared an equivalent compact solution for
other MCU plat forms, so we can provide an IoT end point as a
communication shield for third par t y MCU boards. This device
fits to the commercial Arduino Leonardo boards and also to GigaDevice evaluation kits for ARM® Cortex® M23 or RISC-V microcontrollers converting them to an IoT end point with sensing
and communication capabilities. Endrich is providing this conceptual development infrastructure as a plat form, not as a product, we still live on component sales, but supplement it with development support sharing reference circuit design, software
code and providing access to our cloud database during the
product development.

The Third Step:
The third development step integrates all IoT functions (sensors, MCU and communication) into one single PCB. The constructed IoT endpoint is capable of vibration and magnetic field
sensing, ambient light intensity, temperature and air pressure
measurement, altitude change calculation, and reporting the data
through GSM net work. This IoT board works autonomously as
an island device powered by Lithium battery or USB power bank,
and also reports GPS location thus can be applied even for vehicle superstructure tracking (such as cold storage or truck cargo
compartment.)

Apart from our usual service to help fin- ding and testing the appropriate components for a given IoT solutions,
Endrich recognizing the need for background services,
which also support development engineers providing
cloud database service to administrate and store structured sensor data for later processing. The service can
be used during evaluation and development until the developer is ready with his/her own cloud-based back end.
The data is transferred in UDP channel using a predefined
format and supports any number of end points.

How can we help our customers?
We are happy to share the reference designs of the sensor
inter facing, help microcontroller programming and selecting
the best fit ting components for any IoT applications our customers are developing. Our demonstration purpose devices
are using advanced IoT technology, and help to review the
operation of the sensors, to handle microcontroller data input
and to implement wireless communication. We take care of
the appropriate voltage leveling, power supply and conversions. The card can be energized by advanced lithium primary battery, we are available for consultation on ER or CR batteries, rechargeable Li-ion accumulators or DC/DC converters or power supplies. We advise on MCU frequency control
using MEMS oscillators, help in EMI issues and also overvoltage protection.
We are happy to organize online or personal demonstration, please address any question to the author at
z.kiss@endrich.com.

ZoltӚn Kiss
Sales manager - Eastern Europe
e-mail: z.kiss@endrich.com
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Digitally expanded electronica 2020 enables
electronics industry to gather once again
Due to the continuing travel restrictions in several countries, Messe Muenchen is extending the
program of electronica 2020 from November 10
to 13, 2020 sending a positive signal for the
electronics industry. Alongside a compact trade
fair concept that includes all the topics covered
by electronica, the event will be complemented
by digital offerings.
Falk Senger, Managing Director of Messe
Muenchen, is confident about the coming fall
thanks to the adapted concept: „We are delighted that electronica can take place. Even though
we are reducing the total exhibition area, we
are offering exhibitors the opportunity with this
format to present themselves to the global market both in the halls and digitally. At the same
time, visitors can attend electronica as usual in
Munich or take part virtually in the event worldwide.“
Customers are offered a range of alternatives
to familiarize themselves with the latest trends in
the automotive, embedded, IIoT, 5G, medical
electronics and smart energy fields even if they
are unable to be in Munich in person thanks to
the new offerings including digital trade fair
stands and conference broadcasts. As it already
did in 2018, SEMICON Europa will be complementing the electronica trade fair program with
solutions from the field of semiconductor production.
Exhibitors welcome the digital expansion of
the trade fair concept as instrumental for the presentation of innovations and maintaining intensive dialog with customers and partners espe-

Photo: Messe Muenchen

cially in the current global situation. Christoph
Stoppok, Head of Components, Mobility & Systems at the German Electrical and Electronic
Manufacturers’ Association (ZVEI), explains how
great the impact of COVID-19 has been on the
electronics industry: „The coronavirus pandemic
has led to a decline in revenues for a number of
companies. That makes it all the more important
for electronica to provide the industry with a platform this year, as usual, to generate renewed
business momentum.“
The new membership survey conducted by
the trade association shows that the coronavirus

pandemic is having a tangible impact on companies’ bottom line. Revenues are expected to drop
by an average of 14%.
Due to the current situation, special measures
based on the rules in place for everyday life will
be taken to ensure the protection and safety of
everyone involved even in times of the coronavirus crisis. „Together with the Bavarian State Government, we have developed a very convincing
protection and hygiene concept that allows trade
fairs to be held successfully even in these times
and gives the industry the opportunity to meet
again face to face,“ as Falk Senger confirms.

Budva Adriatic Fair to host three key industrial
technology exhibitions in autumn 2020
The 15th edition of Water - Water Supply Systems - Sanitary Technologies Fair will be held
from September 30th to October 4th 2020 at
the Adriatic Fair (Jadranski Sajam) in Budva,
Montenegro. The Event will be held in the same
period as the 42nd Civil Engineering Fair and the
8th Energy Fair. The combination of these events
represents an opportunity for exhibitors to use
benefits of the synergy of fair platforms.
The principles of sustainable development, environmental protection and rationalization of water consumption put revitalization of existing and
construction of new systems for water supply,
treatment and disposal of wastewater as one of
the investment priorities of developing countries.
The 15 th Water-Water Supply Systems-Sanitary Technologies is an opportunity for presentation of the companies operating in the field of
production of equipment for hydro-technical facilities: water supply, canalization, purifying, flood
and erosion protection, equipment manufacturers, devices, apparatus and instruments for control of water and wastewater quality; projects
and investments in the field of water supply,
drainage and wastewater treatment; municipal
services and water utilities; scientific and professional organizations, universities and institutes.
This Fair event represents the starting platform for all future projects and networking of
manufacturers and distributors of equipment and
technology with financial institutions that invest
money in water management.
The international business exhibition - the 42nd
Civil Engineering Fair - is among the most important economic events within the construction
12
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branch. The fair platform is an opportunity for
the commercialization of production achievements and innovative solutions from all construction fields: building construction, civil engineering construction, construction and building maintenance, fittings and joinery, engineering and design and through an integrated approach, complete interior and exterior solutions of buildings
of different purposes can be offered.
Adriatic Fair Budva also organizes the 8th Energy Fair, which offers an opportunity for companies, state and academic institutions, professional
associations and individuals who operate in the

field of research, development, production, transfer, distribution and rationalization of energy use
to present new technologies and achievements
inspired by the pursuit of knowledge about global
energy deficit, importance of increasing conscience about rational use of energy, energy efficiency and energy saving measures.
In parallel with the exhibitions, the fair program also includes thematic presentations, promotions, roundtables, panel discussions. The
unique communication platform represents the
combination of ideas, information, suggestions
and new solutions.

Semiconductor switches
for electronic fuses
Ralf Hickl, Rutronik
Fuses protect the components in electrical circuits. If an overload or
short-circuit occurs, the fuse triggers and opens the circuit. This prevents
damage and keeps the cost of repairs down. Ideally, the shut-off characteristic is designed in such a way that the current is cut off before other components, such as the cables, semi-conductors or passive components on the
circuit are damaged.
It follows therefore that a correctly-dimensioned fuse is the weakest link on
the circuit. The thermal characteristic of the protected object is crucial; for
example the electric cable, the wiring harness or the semiconductor switch in
the connected control unit. Instead of safety fuses or electro-magnetically
triggered mechanical contacts, electronic fuses contain semiconductor switches along with their control logic including protective and diagnostic functions.

The characteristics of fuses
Safety fuses are single-use products. They conduct, protect, and separate
in both directions of current. This bi-directionality is an advantage in circuits
with loads that - depending on the operating status - are motor or generator
actioned. This includes, for example, traction inverters, which are also able
to brake regeneratively.
On the other hand, electronic fuses can be triggered and reset any number
of times. Due to the body diode, designs with a single MOSFET as the switch
disconnect in only one direction of current. So, for bidirectional disconnection,
two anti-serial MOSFETS need to be switched, which means a higher cost.
Unlike safety fuses, electronic equivalents have their own power requirement.
This needs to be taken into account for battery-driven devices in particular.

Cut-out behavior
Conventional safety fuses are characterised by stipulating the rated current and trigger behavior (sluggish, agile, super-agile etc.) In the case of
electronic fuses it is possible to set flexible cut-out criteria. This includes: Pt
spec (maximum load integral or melting integral), over-current, over-voltage
or under-voltage at the fuse input, over-load (power) and over-temperature ambient or in the fuse.
The fuse manufacturer can also set the trigger behavior for an electronic
fuse. So for example, it is possible first to limit the current and then cut out, or
cut out immediately and wait for a reset. Because an electronic fuse already
contains a switch, it can also be used for this function. So any further switch is
superfluous and other functions such as a soft start can take place by controlling the switch with pulse width modulation (PWM).

Switch-on behavior
Safety fuses are typically a single-use product. Once they have fulfilled
their function they are unusable and must be replaced. With an electronic
fuse, a soft start can be made using a configurable edge steepness on the
semi-conductor switch or by controlling it with a PWM. Once triggered, it
can switch back on automatically, and cyclically with a previously defined
repeat number of reset attempts. Alternatively it is possible to reset only on
request. Here a network connection is advantageous.
Particularly in systems that must meet a Safety Integrity Level (ASIL), an
essential product characteristic is a diagnostics capability. Here too, electronic fuses provide advantages because it is possible to integrate the diagnostics directly. Moreover, the constant current metering can create and
analyze a load profile. The result can be used as an early warning as well as
a means to take preventative measures such as preventative maintenance
and replace worn parts.

Other characteristics of electronic fuses
In the event of an over-load the electronic fuse scores highly with additional features. In the event of a short-circuit the cut-out is faster which
means that the voltage dip on the rest of the on-board power system lasts
for a shorter time. This is important for the electronic circuits installed there,
which, after a protracted power dip and subsequent power-up will need a
reset and reboot, before they are operational again. On critical assistance
systems which could fail if a reboot were to occur during a journey, this
could be extremely dangerous - the key phrase is "secure power supply".
An electronic fuse can be designed so that the current is limited to a
defined maximum before it cuts out. Even where there is a short-circuit, the
onboard power system voltage does not dip so much that other control
units go to reset. In addition, the leakage inductance energy charge is restricted. This keeps voltage spikes low when oscillation occurs.
With no spark gap there is no arcing on switching/cut-out. This makes an
electronic fuse more suitable for use in explosion protected areas.

Product examples
Some components were developed for very specific applications, a smart
high side driver for example still requires additional logic before it can be
used as a fuse in practical use. The STEF01 by STMicroelectronics is well
regarded everywhere. Its overcurrent (OC), overvoltage (OV), undervoltage
(UVLO), and the slew rate are configurable by means of an external passive
component (fully programmable). An external FET can be installed to implement a reverse-current blocking circuit.
south-east european

INDUSTRIAL MARKET

13

The European Green Deal to be the keynote
initiative at SolarPower Summit 2020
The SolarPower Summit 2020, SolarPower
Europe’s annual flagship event, will offer an
overview of current developments and latest
solar insights to high-level political and business
representatives concerning major strategic, political and market developments shaping the future of solar in Europe. The Summit is widely
recognised as one of the year’s most important
energy events in Brussels and is expected to
bring together over 500 industry representatives from all major energy players, as well as
SMEs and a range of decision-makers from
across the EU and beyond.
In December 2019, European Commission
President-elect Ursula Von der Leyen proposed
the European Green Deal as the EU’s flagship
initiative, with the ambition to become the first
climate-neutral continent by 2050. This year’s
SolarPower Summit will focus on the contribution of solar-based solutions to achieving a fully
decarbonised economy and explore the necessary political and regulatory milestones to turn
this ambitious vision into reality - from the complete implementation of the Clean Energy for all
Europeans Package, to a renewables-based Energy System Integration and Hydrogen Strategy,
and robust European industrial policies for solar.
Due to remaining uncertainties associated
with COVID-19 and health and safety concerns
the SolarPower Summit 2020 will be held online for the first time ever. The SolarPower Summit arrives at a crucial time for the solar industry, and promises to take stock of the impact

Photo: SolarPower Europe

and remedies to ensure a truly green recovery
in service of the objectives of the European
Green Deal.
The immersive virtual experience of the digital event provides innovative features for participants, including partnership and targeted
networking opportunities, full access to groundbreaking, world-class content, interactive sessions and virtual exhibition presenting the latest in solar developments from some of the
most influential companies in the sector
The conference programme of the event,

among other topics, includes: Generation Solar: Concrete proposals for a solar-powered recovery plan; From solar power to renewable hydrogen: Stepping stones of a 100% renewable
energy system; Green Deal diplomacy & EU instruments to promote energy investment in developing markets; Fostering Europe’s solar industrial ecosystem; Solar, sustainability and the
circular economy; Agricultural photovoltaics:
solar at the service of sustainable rural development; Innovative solar business models for
the Renovation Wave, etc.

EBRD encourages green growth in the
industrial real estate sector in Romania
Logistics infrastructure development in Romania will receive a boost thanks to an agreement between the European Bank for Reconstruction and Development (EBRD) and Warehouses De Pauw (WDP) for a financing package
of EUR 150 million.
WDP develops and invests in logistics property such as warehouses and light industrial
space. Its existing international property portfolio amounts to around 5 million m2 and is
spread over around 250 sites at prime logistics locations for storage and distribution in Belgium, France, the Netherlands, Luxembourg,
Germany and Romania. The company is planning an expansion of its portfolio via development projects at important logistics hubs, enhancing Romania’s infrastructure and creating
jobs in a modern and healthy working environment.
The financing will support industrial real estate sector in Romania. WDP group’s business
plan aims to double the portfolio from EUR 500
million to 1 billion throughout 2019-23, in the
context of the WDP strategic growth plan 201923. It will contribute to the implementation of a
sustainability management framework, comprising international building certifications and the
introduction of novel green measures, including
an upgrade of the energy and water efficiency
performance and the rollout of an energy management system.
The loan will also support the introduction of
two replicable and high-quality training pro14
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grammes for young people – a new pilot accredited dual education programme for students in technical universities, as well as an internship programme aimed to facilitate schoolto-work transition. During the coronavirus crisis,
these initiatives have become even more important in order to preserve human capital and
ensure that youth are not left behind.
Vlaho Kojakovic, EBRD Director, Property and
Tourism, said: „Supporting the development of
green industrial real estate is a priority in the
EBRD’s Property and Tourism strategy for 202024. With this sizeable investment, the EBRD will
be contributing to the increase of high-quality,
sustainable industrial real estate stock in Romania while also collaborating with WDP on the

promotion of local economic inclusion.“
Mickael Van den Hauwe, CFO WDP, added:
„Furthermore, this new partnership with a renowned financing player such as EBRD, shows
recognition for our company’s business and
strategy and allows us to further strengthen and
diversify our funding sources.“
Jeroen Biermans, General Manager WDP Romania, expressed the company’s gratitude and
expectations about the scale of the investment
outreach „We are confident that the development of high-quality logistics infrastructure promotes sustainability across the entire supply
chain, therefore supporting the real economy in
Romania. We wish to thank the EBRD for their
participation in this exciting journey.“

The machine tool industry is continuously demanding higher productivity and quality in high-speed machining. The Bulgarian company RAIS, a leading
manufacturer of CNC machines, and Fagor Automation have teamed up to develop state-of-the-art
customized solutions to the newly arising challenges of high-speed machining, thus successfully meeting the end users needs.
Founded in 1994 in Pazardzhik, RAIS began its
operations with recycling Bulgarian CNC machines.
Gradually, the companys activities were redirected
towards the production of new machines to become
the countrys biggest CNC machine tool manufacturer, offering a wide product range of lathe and milling machines. All of them are equipped with reliable
CNC systems including Fagor Automation systems.
RAIS provides integrated solutions through the selection, procurement, production estimates for the
time, tooling, commissioning, training and aftersales service of all types of CNC machine tools.
RAIS is, similarly to Fagor Automation, a customer-oriented company. According to RAIS Managing
Director Mr. Nishan Bazdigyan, over the years the
company has found that selling a single machine is
a kind of a cooperation  the customers invest in
equipment in order to realize their own production.
As the supplier, RAIS needs to ensure that the machine bought from the company will work and will be
adequately used, and that would only be possible if
there are a high-quality product and competent servicing available.

Recently, Fagor Automation and RAIS have
strengthened their partnership in France, Spain
and Italy, and are collaborating to extend this good
and profitable experience to even more countries
in the world. The companies are involved in several joint industrial and educational projects and are
developing customized solutions together for the
new market demands related to high productivity
and Industry 4.0.
RAIS and Fagor Automation also collaborate in
organizing Technical Open Days such as the
SMART Manufacturing Day in 2019 in Madrid,
where the companies demonstrated how combining their technologies can help achieve maximum
performance in terms of productivity and quality.
During the day, visitors had the opportunity to see
all the latest developments in part and tool preparation, programming, high-performance machining,
measurement, process verification and production
automation.
In addition to the machine tool manufacturing division, RAIS has a second business division which
produces precision machined parts for a diverse
range of metal components for different sectors
such as the hydraulic industry, machine building,
heavy machinery, agricultural machinery, medical,
industrial, fork lift spare parts, etc. Through this division, working from customer specifications and

drawings, RAIS supplies high-quality component
parts in a timely and cost-effective manner to meet
its customers demands for quality and tolerances.

www.raisbg.com
south-east european

INDUSTRIAL MARKET

15

PAID ARTICLE

RAIS and Fagor Automation team
up to develop customized solutions
for high-speed machining

Sheet metal processing industry
in Bulgaria
Sheet metal is one of the major materials utilized in metal working as it allows to be cut and
bent in various shapes. The thickness value of
these metals varies widely, with ultra-thin sheets
considered as leaf or foil, and pieces thicker than
6 mm referred to as plate or structural steel. The
sheet metal processing industry offers the opportunity for fabrication of different parts through
cutting, punching, stamping, bending, etc.
Products made of sheet metal are characterised by high strength and are used in sturdy
structures. Major advantage of these products is
that they are thin and lightweight, which facilitates their easy transportation. As sheet metals
offer moisture and corrosion resistance, the fabricated parts can be used under various weather
conditions. Other positive aspects of using sheet
metal include durability, recyclability, and widespread availability.

Global market trends
One of the key factors expected to contribute to the growth of the global market is the
continually rising demand for sheet metal in
aerospace and defence industry. Additionally,
the rapidly increasing number of commercial
airlines is projected to further drive the demand
for sheet metal processing services and support revenue growth of the target market. Global market growth is also supported by increasing use of CNC machine tools for shaping and
moulding of sheet metals and advancements in
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technology such as jerk control, motion control
software functions, and AI contour control,
which all contribute to reducing the cycle time
as well as to lowering the manufacturing costs
of each part.
According to a report by Grand View Research, in 2018 the global sheet metal market
size amounted to USD 265 billion and is expected to exhibit a CAGR of 5,0% until 2025. The
growing construction industry in the US is expected to contribute to the growth of the market. Data
from the US Census Bureau shows that construction spending in the US increased by 3,7%
in 2018 reaching USD 1293,9 billion. In the construction industry, sheet metal is used in numerous applications including roofing, ductwork, rain
gutters, and industrial shades.
Market specialists believe that the use of
lightweight materials and alloys with titanium
and aluminium is likely to contribute to the
growth of the sector. Titanium is a stronger and
lighter metal than steel. It is alloyed with iron,
aluminuim, manganese, and other metals in order to improve physical and chemical properties. The demand for titanium metal is anticipated to grow on account of its extensive use in
the aerospace industry for applications including aircraft skin, structural parts, engine components, hydraulic systems, etc. A major factor
hampering market growth is likely to be the
growing trend among automotive manufacturers to form partnerships with producers of carbon fiber.

The sheet metal market is classified into steel,
aluminium, and other metals such as tin, copper,
etc. According to market studies, in terms of revenue, aluminium is expected to expand at the
highest CAGR of 9,2% from 2019 to 2025. This
is due to the properties of aluminium such as
strength, lightweight, ductility, reflectivity, electrical and heat conductivity, and corrosion resistance, which make it suitable for various applications in a few end-use industrial sectors. It is the
right choice for joining, fabrication, machining,
forming, and finishing applications.
In 2018, steel accounted for the largest
share of 91,7% in the sheet metal market. Products made of steel sheet are widely used in various industries including automotive, construction, and heavy industries such as oil & gas,
food processing, and chemicals. Stainless steel
sheets are used in the manufacturing of kitchenware and cookware. Over the next few years,
the rising importance of steel in the construction industry in developing and developed economies is expected to propel the market. On ac-

SEE NEWS
German investor to kick-start
construction of 50 MW wind farm
in Bosnia in October

count of properties such as high quality, durability, economic benefits, sustainability,
strength, long life, and low maintenance costs,
market analysers project that the demand for
steel sheet products will increase significantly
over the next seven years.

Sheet metal industry in Bulgaria
Official market data shows that, as of 2018,
Europe accounted for around 22,3% of the global production of cars and commercial vehicles.
The European automotive industry is expected
to be the key driver for the growth of the sheet
metal sector over the coming years.
The Bulgarian Association of Metallurgical Industry reported that the total production of rolled
ferrous metals in 2018 in Bulgaria amounted to
1130,9 thousand tonnes, an increase of 1,2%
compared to the previous year. Nearly 860 thousand tonnes of those were long rolled products
(75,9%) with the remaining 273 thousand tonnes
being flat rolled products (24,1%). BAMI reports
that in 2018 there was an increase both in flat
rolled steel (by 9,1 thousand tonnes or 3,5%) and
in long rolled steel (by 211 thousand tonnes or
32,6%), compared to 2017.
In 2018, Bulgarian enterprises realized on the
domestic market 310,7 thousand tonnes of ferrous metals and products made of them, registering an increase by 46%, following a decrease
over the last three years. The same year the export was also growing and the total trade turnover amounted to over 1,2 million tonnes, a
record value for the 2013-2017 period.
Because of the limited domestic consumption
of rolled ferrous metals, parts and products made
of them, the sector is strongly export-oriented.
As the existing trade policy and free market are
quite liberal, both within the EU and on a regional and global scale, there is a highly competitive
environment and often there are unfair imports
from third countries. This is also a barrier to the

realization of larger quantities on the domestic
market. In 2018, the ratio of exports/realization
on the domestic market for basic metallurgical
products  flat and long rolled products is 75%/
25%.
In Bulgaria, the growth of the sheet metal processing industry is mainly driven by the building
and construction sector. Key applications of
sheet metal in the construction industry are roofing, walling, and cladding. According to a recent
research, the increasing use of stainless steel
sheets in curtain wall and roofing has influenced
Bulgarias market for sheet metals positively.
The majority of Bulgarian companies engaged in sheet metal processing use high-tech
CNC machine tools, allowing them to achieve the
desired levels of quality, precision and characteristics of the finished product. Tools for laser
cutting, stamping, bending, welding and hydraulic presses offer the opportunity for fabrication of
a wide range of products  from hydraulic tanks
and control panels to cabinets and fireplaces.

The energy ministry of Bosnia’s Serb Republic
announced that a German investor is commencing
work on a 50 MW Grebak wind farm in October
2020. The EUR 66,5-million facility will be deployed
in Bosnia’s Nevesinje municipality.
The official Statement of Ministry of Energy and
Mining of the Republic of Srpska elaborates that
the company plans to install eight Siemens wind
turbines of 6,6 MW each, as the wind farm’s output
is projected at 150 MWh annually and expects that
the wind park will be connected to the national grid
by the middle of 2022.
The concession agreement between the Ministry and German company Vetroelektrana Grebak was signed in April 2019 for the period of 50
years negotiating a concession fee of 0,0055 marka per kilowatt hour to the Serb Republic government. In the long term the project will be highly
beneficial for the Nevesinje Municipality as 95%
of the concession payments will be transferred to
its budget.

Montengro plans for new
container terminals at an
international commercial
gateway

Government’s Strategy for the Development of
the Maritime Economy 2020 – 2030 envisages that
the new container terminals will be built within port
of Bar on the basis of concessions and public and
private partnership next year. The entire project
should be completed by 2025.
The port is a key transport link between Montenegro and the rest of the Balkan Peninsula. It
handles over 95% of the country’s maritime freight
and its development is paramount to improving
cross-border infrastructure. With the construction
of the new container terminal, Montenegro would
get the chance to become one of the first ports of
Europe for ships coming from Asia and achieve a
greater regional economic integration.
The anticipations in the Strategy are that this
enlargement would increase further transport of
goods via ships, railway or road traffic towards
Central and East Europe, North Africa and Western Asia.
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Universal Electricity Meter Test Bench
with Five Positions
TST 3/5 Universal
Meter Testing with Closed U-I Links without Isolating CTs!

EE-120A-BENCH
The five identical modules EE-120A-BENCH are directly controlled from the PC. The energy standard inside each of them is
with great accuracy and repeatability. A special program is provided which allows easy calibration with a more accurate standard in automatic mode. The current generation is in wide range,
with good stability and able to generate harmonics.

General
The Test Bench is designed in a unique innovative way
and is able to test all types of meters with closed U-I links
without Isolating CTs. It can test mechanical or electronic
meters, single-phase or three-phase; for active, reactive
or apparent energy; Tests - Error, Register, Starting Current, No Load, Meter Constant. Pre-defined Test Plans can
be executed manually or fully automatic.
The Test Bench consists of the following components:
 A Three-Phase Voltage Generator EE-500 V/400 VA;
 Five identical Modules EE-120 A, each comprising a
three-phase current generator in the range 1 mA to 120 A
(100 VA per phase each) and a three-phase Energy Standard Class 0.04 or 0.02;
 Meter Suspension Rack with 5 positions for the meters,
Scanning Heads with 3D adjustable Mechanical Support,
Electronic Port Readers, Error Indicator, Tariffs, Panic Button, Lamp;
 PC with EE Software for automatic control, search in
Data Base and print of Reports, Data export.

Advantages
- Meter Tests with closed U-I links, no need of Isolating Current or Voltage Transformers;
- Overall Accuracy - 0.04 or 0.02; No additional
Error from Isolating CTs or voltage drops;
- If a meter is missing, no need of re-connections,
just switch off the Module;
- Very light, simple, modular construction; easy
for mounting, support & calibration;
- The needed output power for the current generators is twice less compared with conventional
Benches, because of the short cables and lack of
Isolating CTs;
- Meters with different constant and nominal current can be tested on each test position;
- Automatic reading the meter registers according to IEC 62056-21 (IEC 1107 - old);
- A 10-position Test Bench is also offered - two
identical 5-position Benches controlled from a PC.

Block Diagram of the Test Bench

 Current Generation 3 x 1 mA 120 A at 100 VA;
 Energy Standard Class 0.04 or class 0.02;
 Measurement: Wh, VARh, VAh ; 2 W, 3 W, 4 W;
 Multi position Switch for the Module Number;
 Input for the Head; BNC high-frequency input;
 Pulse Output (Fout) proportional to Energy;
 Fuses for each voltage to the meter;
 Audible and LED signal for problem indication;
 Weight - 14.5 kg.

About EMSYST-6 Ltd.

EMSYST-6 Ltd was founded in 1992 in Sofia, Bulgaria as
a 100% private company.
The staff of the company consists of highly qualified IT
specialists, engineers and technicians with experience in
electronics, mechanics and metrology.
The company is specialized in development and production of electricity meter test equipment  portable energy
standards and phantom loads and also stationary test
benches. The test equipment offered to the market is permanently improved and innovative features are added. The
quality of the production is assisted with the established
quality system ISO9001: 2015. A certified Laboratory "EMSYST" for calibration was also established and is acting in
accordance to the ISO 17025: 2018 standard.
Customers of EMSYST-6 are utilities and metrological
laboratories in Bulgaria, North Macedonia, Romania, Italy,
France, Egypt, Vietnam, Indonesia, Philippines, Jordan,
Bangladesh. In USA and Canada we are selling through
our local company TESTMET Inc.

Abbreviations: PS - Power Supply; RCP - Residual Current Device; CB - Circuit Breaker;
AMP - Amplifier; TR - Transformer; MEAS - Measuring Unit; CT - Current Transformer; F - Fuse
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Office 304, BIC IZOT, 133 Tsarigradsko shousse Blvd.
1784 Sofia, BULGARIA
Tel: +359 2 971 8350, Fax: +359 2 971 8419
emsyst@emsyst.com, www.emsyst.com

The Croatian brewing sector
According to the latest available issue of
Croatian Economic Outlook, published by the
Institute of Economics, Zagreb, in 2018 the countrys economy saw a continuation of steady
growth that had started back at the end of 2014.
These developments were supported by the persistence of recovery in all three domestic components of GDP, while net exports, despite some
positive effect in the second quarter, contributed
negatively to the overall GDP growth in the first
half of 2018.
Within Croatias manufacturing sector, the
food and beverage industry makes the largest
contribution to GDP and total employment. Data
from the Institute of Economics shows that in
2015 the food and beverage industry generated
27% of total value in manufacturing in Croatia (of
which 6% came from the beverage industry. And
21% of all manufacturing jobs in 2015 were in
the food and beverage industry (of which 2%
came from the beverage industry). One of the
strongest segments of the beverage industry is
that of beer producers.

Beer market statistics
According to a paper on beer production in
Croatia, published by Flanders Investment &
Trade, the countrys market is dominated by
three major breweries owned by global companies, and additionally features a dozen mediumsized, small and microbreweries. Six of the total
number of breweries have an annual production
capacity in excess of one hundred thousand hectolitres. In 2014 total beer consumption in Croatia amounted to 3,41 million hectolitres. With consumption of 580 litres per capita per year, Croatia ranks among the top ten countries in Europe.
The countrys beer market, similarly to other
neighbouring countries, is still developing.
Among the leading manufacturers are Zagrebacka pivovara (Ozujsko, Becks, Loewenbreu,
Staropramen, Stella Artois, Tomislav), Heineken
Hrvatska (Karlovacko, Heineken) and Carlsberg
(Pan, Holsten, Tuborg). Smaller manufacturers
are Osijecka pivovara, Pivovara Daruvar and Pivovara Licanka.
Between 2014 and 2018 domestic consumption of beer reached and surpassed domestic
production, which lead to an increased reliance
on beer imports to satisfy consumer demand,
much of which has been sourced from elsewhere
in the EU. The exports of Croatian beer peaked
in 2016 with over 800 000 hectolitres, before falling to below 700 000 hectolitres in 2018.
Data from The Brewers of Europe shows that
total production of beer in Croatia has been relatively stable in the period 2015-2018, at around 3
million hectolitres. A jump in the number of breweries reported in 2018 results from the inclusion

of information from a beer association which
groups smaller brewers. Experts believe that
there are, however, positive signs that smaller
brewers are contributors to total production.
The Brewers of Europes report on the contribution made by beer to the European economy
states that total consumption in Croatia increased from 332 million litres to 361 million,
whilst the proportion of this consumed in the retail and hospitality sectors remained stable.
Therefore, consumer spending on beer increased, reflecting a rise in the consumption of
beer per capita.
According to the report, both the hospitality
and retail sectors in Croatia can lay claim to contribution to the overall growth in the countrys
beer market. The hospitality sector, with its rising
prices and significant share (albeit lower than retail) of overall consumption, reached a value of
over EUR 600 million in 2018.
Additionally, Croatian brewers support a wide
range of businesses in other sectors of the domestic economy. Over EUR 180 million worth of
agricultural produce, utilities, equipment, transportation and storage, and media and marketing
services is purchased annually. Brewers also
purchase inputs from other European countries,
the value of which has been increasing constantly over the period.
The report by The Brewers of Europe, published in March 2020, states that in terms of employment, the hospitality sector is the leading
provider of jobs in the Croatian beer market. The
total number of jobs reached 29 250 in 2018.
Value added rose healthily over the period between 2015 and 2018, from EUR 364 million to
over EUR 410 million, and it shows no sign of
slowing down. The employment in the supply
sector can be categorised using the estimates

from the responses to a survey to brewers, performed by the association. These imply a job
breakdown of: 1729 jobs in agriculture, 436 jobs
in packaging, 732 jobs in transport, 1328 jobs in
media and marketing (the remaining corresponding to utilities, equipment, other).
In 2018 VAT receipts in the hospitality and
retail sectors accounted for over half the total tax
revenue collected from the whole production
chain of beer. This is not surprising with a Croatian VAT rate of 25%. Over the studied period,
the tax contribution of all sectors increased
steadily (brewing companies reduced only slightly their contribution in comparison to the first
year). Because of that total revenues rose from
EUR 312 million in 2015 to EUR 367 in 2018.
With further growth in the beer market overall,
and the hospitality sector in particular, tax receipts from the beer industry will be an increasingly important source of government revenue.

Consumer profile
According to a survey by The Brewers of Europe, 88% of the respondents drink beer in bars/
restaurants, and 12% at home. Among the respondents who had previously stated that they
consume beer at home, 60% of them buy beer
from the supermarket. What the authors of the
survey find interesting is that none of the respondents buys beer from a specialized beer store.
Also, among those who consume beer at home,
45% of them buy beer along with food and groceries. The survey also shows that 45% of respondents buy beer in returnable packaging,
24% of respondents drink beer from cans, while
18% of respondents consume beer from PET
packaging. Only 4% of respondents drink beer
from the barrel while the remaining 9% of respondents drink beer from non-returnable packaging.
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SEE NEWS
Albanian electric utility set to
bring a novel SPV technology to
the country

Korporata Elektroenergjetike Shqiptare (KESH),
the state-owned Albanian power generation company, began development of a EUR 13,9 million
floating SPV plant in December 2018. KESH is the
leading electricity generation company of Albania
and the owner of the country’s three major hydropower plants.
The 12,9 MW floating PV plant will be located
at a reservoir of the Drin River near Vau i Dejes, in
Shkoder County, Northwestern Albania, and would
represent the largest floating project in the Western Balkans. The European Bank for Reconstruction and Development is considering lending EUR
9,75 million to KESH for the construction. The additional renewable energy capacity will bring along
climate mitigation benefits to the country.
„The project will strengthen KESH’s operational
and financial performance through reduced reliance
on hydro revenues and due to the floating technology’s positive impact on the water levels of the
existing reservoir“, EBRD explains in the Project
Summary Document.

Gazprom Export and Mytilineos
agree on a long-term gas
supplies cooperation

Around 64% of the respondents prefer domestic producers of beer and when asked about
the beer they usually consume, the vast majority
of respondents pointed out several brands as
their favourites. Few respondents said they prefer one brand of beer (Heineken, Golden Brau,
Ozujsko,Karlovacko, Staropramen).

Top breweries
Zagrebacka pivovara was established in 1892
and was the first industrial brewery in Croatia.
Today, the company holds nearly 44% of the
market. Since June 2012, Zagrebacka pivovara
has been a part of the Molson Coors group within the Molson Coors Europe business unit.
Heineken Hrvatska is the second largest beer
producer in Croatia. The history of the company
started 165 years ago with a brewery in Dubovac, a historic part of Karlovac. Some 40 years
later, it was bought by Aschenbrenner, who refurbished and modernized the facility. After the
independence of Croatia, it became a joint-stock
company owned by its employees. In 2003 Heineken took over the ownership.
Carlsberg Croatia holds the third largest share
of the market with the company reporting a revenue of nearly HRK 295 thousand in 2014. Carlsberg Croatias plant, located in Koprivnica, is
among the most modern and best equipped
breweries in the region.

Microbrewing sector
Photo: Gazprom

Gazprom Export, a wholly-owned subsidiary of
Gazprom, and Greece’s Mytilineos S.A. entered
into a long-term contract for natural gas supplies
on June 1st 2020. The document was signed by
Elena Burmistrova, Deputy Chairman of the Gazprom Management Committee and Director General of Gazprom Export, and Evangelos Mytilineos, Chairman of the Board of Directors and CEO
of Mytilineos S.A. The contract provides for gas
supplies to Greece in the period from 2020 to
2030.
„This long-term contract will enhance the competitiveness of Mytilineos in the region’s gas market and will make a substantial contribution to maximizing the efficiency of our industrial and power
assets“, said Evangelos Mytilineos.
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Although craft brewing is not new to Europe,
over the last couple of decades there is a significant upward trend of microbrewing, starting in
the USA and the UK and spreading around the
world. In the last couple of years Croatia has also
witnessed a rise in the microbrewing sector,
which now offers a wide range of ales, stouts,
porters and other types of beer.
Data shows that beers produced by craft- and
microbreweries are gaining increasing popularity
in Croatia. Nearly 80 breweries of this kind are
aspiring to expand their market share from the
current 2-3% to 10% in the coming years.
According to the Croatian association of craft
and microbreweries, the brewing and consump-

tion of craft beer in the total production and consumption in the country are between 2 and 3%.
Since 2013 when the first craft- and microbreweries were established, at least 400 jobs have
been created in that segment. Market analysers
claim that craft brewing enhances the reputation
of the whole beer sector, and this made some of
the major breweries start producing types of craft
beers as well.
According to estimates, the craft beer industry
annually contributes just over HRK 4,2 billion in
gross added value directly and indirectly into the
state treasury. During the pandemic however
Croatian craft breweries are facing major challenges because of the closure of hotels and restaurants, as the HoReCa sector reportedly accounts
for about 90% of their business. One of the craft
breweries reported a 30% drop in March given that
the bars were still open for part the month. In April
however the drop reached 80%. Some of the
breweries decided to tackle the crisis by turning to
the internet instead of the previous way of making
sales in bars. One of the companies introduced
online sales through its distributors and partners
and that partially compensated for the losses. Another brewery even reports an unexpected increase of sales. Analysers explain this with the
fact that people are no longer wary of buying online, but despite the positive results, this type of
sale cannot replace traditional sales channels.
Despite all, the entrepreneurs working in the
Croatian craft beer industry decided to keep hold
of all of their employees. That was possible
thanks to the support measures adopted by the
government, which greatly eased the situation for
the craft breweries. The owner of one of the
breweries explained that in addition to measures
to preserve jobs, the company requested a moratorium on the main loan by which it launched a
new plant. As it is impossible to plan ahead
though, the future of the sector is uncertain. Other breweries are hoping for a recovery with the
re-opening of restaurants and bars, but with
great caution as it cant be predicted how long
those in the hospitality and catering business will
manage to operate properly with all the rigorous
measures still in place.

Energy sector development
in Turkey
Turkey is a fast-growing economy with rapidly increasing energy demand. However, by implementing a variety of interlinked measures, the
countrys energy reforms have provided the
needed energy security. Among others, these
measures include the development of legislation
regarding electricity, gas, renewable energy, and
energy efficiency; the establishment of an energy sector regulatory authority; energy price reform; the creation of a functional electricity market and large-scale introduction of natural gas;
the restructuring of state-owned energy enterprises; and large-scale private sector participation through privatization and new investment.
This resulted in the development of an electricity
market with more than 800 and the commissioning of 31 000 MW of market-based, private-sector power generation capacity between 2001 and
2014. Additionally, between 2008 and 2013, investors took over the entire power distribution
system. Another important achievement was the
installation of 16 000 MW renewable generation
capacity over the 2001-2014 period, which was
facilitated by an adequate regulatory framework.

Electricity sector
According to a report by the Investment Office of the Presidency of the Republic of Turkey,
within the last 17 years the countrys primary energy supply has increased two-fold  from
78,4 Mtoe to 155 Mtoe. Turkeys growing economic performance has also influenced the
countrys electricity generation infrastructure 
the total installed capacity rose from 31,8 GW to
88,5 GW, and the electricity consumption  from
132,6 TWh to 305,5 TWh as of the end of 2018.
In order to satisfy the increasing demand in the
country, the current capacity is expected to reach
110 GW by 2023 through further investments to
be commissioned by the private sector as underlined in the 11th Development Plan for 20192023.
The successful privatization and liberalization
program, which started in 2002, has given all of
the power distribution assets and 78% of the
power generation assets to the private sector,
thus creating revenues of USD 23 billion for the
Treasury. Over the same period, about
USD 100 billion worth of new public and private
investments were completed in the form of power generation, transmission, and distribution assets. Due to the privatization of electricity generation assets and the strategy to clear the way for
more private investments, the share of private

entities in electricity generation increased from
40% in 2002 to 85% in 2018. The Energy Exchange Istanbul (EXIST), which manages and
operates energy markets, including power and
gas commodities, was established in 2013 under the strategy to increase liberalization and
competition in the market.
Thanks to Turkeys prominent economic performance, combined with the liberalization efforts, the country also attracted around
USD 209 billion of foreign direct investments
(FDI) between 2002 and 2018, of which about
USD 18 billion flowed into the energy sector. In
2018, investors carried out merger and acquisition (M&A) activities across various sectors with
a total deal volume of about USD 12 billion
through 256 deals, with the energy industry
standing among the leading sectors in terms of
M&A transaction volume with USD 400 million.
Turkey is a net energy importer country, with
imports satisfying 73% of the countrys energy
demand. In 2018, the energy import bill amounted to USD 42,99 billion, rising by nearly 15,6%
compared to 2017. However, over the years, the
bills depict a significant downward trend given
the considerable decline from USD 60,1 billion in
2012 to USD 37,2 billion in 2017. The formulation and implementation of new policies and investment models to commission local and renewable energy resources are mainly propelled
by Turkeys import dependence.
Another priority in the field is the utilization of

local coal reserves in line with the environmental
standards for electricity generation as an instrument to increase localization. This will be
achieved thanks to a new tender mechanism
based on transfer of coal reserves to the private
sector with the obligation of building and operating coal-fired power plants in the vicinity. Turkeys significant coal reserves total 17,3 billion
tonnes and are composed of mostly lignite, with
the main coal reserves located in Kangal,
Orhaneli, Tufanbeyli, Soma, Tuncbilek, Seyitomer, Can, Mugla, Cayirhan, Afsin-Elbistan,
Karapinar, Tekirdag, Alpu, and Afyonkarahisar.
The Afsin-Elbistan field alone has
4,8 billion tonnes of lignite resources, which accounts for a 28% share of Turkeys total lignite
reserves. The Investment Office of the Presidency of the Republic of Turkey informs that the
fields to be tendered in reverse-auctions bear
6,4 GW of installed generation capacity potential.

Renewable energy
Turkey has a significant potential for renewable energy generation, and utilization of this potential has been on the rise over the last decade.
According to the Investment Office of the Presidency of the Republic of Turkeys report, as of
the end 2018, hydro, wind, and solar resources
constituted the vast majority of the countrys renewable energy resources, accounting respectively for 28,29 GW, 7,01 GW, and 5,07 GW of
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ment. The Russian-designed power units are
being constructed not only in Turkey, but also in
other countries including Belarus, China, Egypt,
etc. The project, located on the southern coast of
Turkey in Mersin province, is expected to be up
and running at full capacity by 2025. It will consist of four VVER-1200 power units with a total
installed capacity of 4800 MW.

Natural gas

the total installed capacity. In the effort to promote localization, the Turkish government has
prioritised the increase of the renewables share
to 30%, with geothermal installed capacity to be
3 GW by 2023, as well as to have 16 GW of installed capacity in solar and wind each by 2027.
The government has also designed various investment models such as unlicensed (smallscale), licensed (medium-scale), and YEKA
(large-scale) models, which address different
types of investors and are encouraged by lucrative incentive instruments. The main objective of
these models is to create a favourable investment environment to strengthen renewables position in the market beyond the 2020s.
A record high electricity generation from renewables was registered in 2019. According to
data from Turkeys Electricity Transmission Corporation (TEIAS) last year also saw a daily record
in wind electricity generation (19% of total power
on September 15). During the first 10 months of
2019 Turkey produced 46% of its electricity from
renewable resources, which represented a
steady monthly increase. Local and renewable
energy resources combined reached a total
share of 64% in electricity production in the January-October period of 2019, marking a record
high level, data published by Turkeys Ministry of
Energy and Natural Resources shows. These figures ensured that the country achieved its goal
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of producing two-thirds of its electricity in the
short-term from local and renewable resources.
Experts from SHURA Energy Transition Center believe that a primary concern in the renewable sector now is the impact of the COVID-19
crisis. For example, the energy sector awaits two
auctions that were initially expected to take place
in 2020, which could be postponed to 2021. The
first is the mini renewable energy resource zone
(YEKA) auctions for solar photovoltaic systems.
The second is the pre-license auctions for wind
power in October. In order to provide a market
signal to investors, it will be of key importance for
these two auctions to go ahead as planned. The
future of YEKAs that are planned to be based on
Turkish lira and the new renewable energy support mechanism (YEKDEM) is still uncertain.

Nuclear energy
In 2019 Turkey has taken vital steps to realize
the countrys first nuclear power plant (NPP)
project, Akkuyu, which has an operational date
for the first reactor set for 2023. A cooperation
agreement, which aimed to ensure competent
safety standards are implemented during the
plants development was, signed by the project
company of Akkuyu Nuclear and French engineering group Assystem. March 2019 saw the
completion of the laying of the foundation for the
first reactor of the nuclear power plant. In August
2019 Russias state-owned banking and financial services company Sberbank said it would
provide a USD 400 million loan for the construction of Akkuyu nuclear power station.
In July 2020 Akkuyu Nuclear announced that
the installation of the second tier of the reactor
buildings internal containment has been completed at the Power Unit 1 of the plant. Internal
containment is one of the critical components of
the power units safety systems, which prevent
release of radioactive materials to the environ-

Turkeys natural gas sector has also been
steadily improving. In order to increase security
of supply and seasonal gas send-out capacity, in
2018 the country commissioned two Floating
Storage Regasification Unit (FSRU) terminals
and started up the first phase of the Tuz Golu
(Salt Lake) Natural Gas Storage Facility. Another goal of these investments is to expand Turkeys gas storage capacity to 11 bcm by 2023,
up from its current capacity of 4 bcm.
As a crossroads between major energy consumers and suppliers, Turkey occupies a strategic location that serves as a regional energy hub.
The existing and planned oil/gas pipelines, the
critical Turkish straits, and promising finds of hydrocarbon reserves around Turkey allow for increased leverage over regional projects and reinforce the countrys gateway status.
Some of the biggest energy projects in the
region saw their realization in 2019. At the end of
the year the Turkish and Azeri presidents inaugurated the Trans Anatolian Natural Gas Pipeline Project (TANAP) European link. The
USD 7 billion TANAP project, stretching from the
Turkish-Georgian border to the Turkish-Greek
border, was officially launched in June 2018. It is
expected to annually deliver 6 bcm of Azeri gas
to Turkey and 10 bcm to Europe per year. The
pipeline passes through 20 provinces and 67 districts of Turkey.
In January 2020 a grand opening ceremony
for the TurkStream gas pipeline took place. The
project, which is laid in the Black Sea, is a link
between the gas transmission systems of Russia and Turkey. The gas pipeline has two
strings with a combined throughput capacity of
31,5 bcm. The first string will deliver gas to Turkey, while the second string is intended for gas
transit to southern and south-eastern Europe
through Turkish territory. The pipelaying took
15 months and was completed ahead of schedule in November 2018. The construction of the
receiving terminal near the Kiyikoy settlement
in Turkey was finished in 2019. The starting
point for feeding gas into TurkStream is the
Russkaya compressor station (CS), which
forms part of Russias Unified Gas Supply System and is located near Anapa. With a capacity
of 224 MW, the CS maintains the pressure required for transmitting gas along the pipelines
two strings through more than 930 km up to the
Turkish coast where gas enters the receiving
terminal.

Eta Bio signs licence agreement with Clariant
to build cellulosic ethanol plant
A license agreement for the sunliquid cellulosic ethanol technology has
been signed on 27 July, 2020 between Clariant, a leading specialty chemical company focused on innovative and sustainable solutions, and Eta Bio,
a family-owned business in the agricultural sector in Bulgaria.
The agreement includes a licence of a sunliquid basic engineering package, provision of technical services, supply of starter cultures from Clariants
proprietary enzyme and yeast platform to process Eta Bios feedstock into
cellulosic ethanol. The agreement marks the fourth signed license deal for
Clariants technology.
Eta Bio will perform the project development and plant operation at a
greenfield site in General Toshevo, the Northeastern region of Bulgaria, utilizing available family-owned land and existing infrastructure. The plant is
planned to have an annual production capacity of 50 000 tonnes of cellulosic
ethanol, processing around 250 000 tonnes of wheat straw, which is an
abundant resource in the region. The company belongs to the Pavlovi family
that runs a leading business in the agricultural sector in Bulgaria and it has
been established with the purpose to build, own and operate a full-scale
commercial plant for the production of cellulosic ethanol from agricultural
residues.
For Clariant, this agreement keeps the momentum for its innovative and
sustainable sunliquid technology going and represents another significant
step towards its commercialization. The technology is a trendsetter for the
development of advanced biofuels, which meet the market needs for sustainable solutions and provide a competitive edge.
The realization of the first Bulgarian cellulosic ethanol production project
will help to solve one of the main challenges agricultural producers face in
the region  the removal of the straw from the fields. This project will give us
the chance to have an additional revenue stream from agricultural leftovers,
emphasized Kiril Pavlov, Managing Director of Eta Bio.
We are excited to enter the renewable energy sector with this project
and hence become a pioneer in the advanced biofuels market in Bulgaria.
This undertaking will allow us to further diversify our business portfolio, as
well as strengthen our position in the agricultural sector, highlighted Hristo
Pavlov, who co-manages the agricultural business of the group.
By using locally sourced feedstock, greenhouse gas savings can be max-

Photo: Clariant

imized and additional business opportunities may arise along the entire value chain. For Bulgaria, this constitutes an essential investment in green,
sustainable technologies. The produced cellulosic ethanol will be used as a
gasoline additive to fulfil the countrys blending mandate for advanced biofuels, as laid out in the Renewable Energy Directive (RED) II.
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